Deploying Root FortiGate Security Fabric:
Deploying Security Fabric with three downstream FortiGates connecting to one root FortiGate.
To deploy a Security Fabric, you need a FortiAnalyzer running firmware version 6.2 or later.

Configure FortiAnalyzer Logging:
Go to Security Fabric > Fabric Connectors and double-click the FortiAnalyzer Logging card.

Core Network Security

N

| 1/

|\

Security Fabric Setup FortiAnalyzer Logging
Disabled Disabled

Set the Status to Enabled. Enter the FortiAnalyzer IP in the Server field (192.168.100.215). Set
the Upload option to Real Time. Click OK.

@ Dashboard Edit Fabric Connector
& Network
B Policy & Objects Core Network Security
& Security Profiles y- )
O VPN : @
= User & Authentication = /
& System FortiAnalyzer
NX Security Fabric Logging
Physical Topology FortiAnalyzer Settings
Logical Topology Status © Disabled
eIy i Server 192.168.100.215 Test Connectivity
Automation Connection status © Unauthorized
Fabric Connectors Upload option Every Minute = Every 5 Minutes
External Connectors Allow access to FortiGate REST APl @
Asset Identity Center Verify FortiAnalyzer certificate @
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A warning message indicates that the FortiGate is not authorized on the FortiAnalyzer. The
authorization is configured in a later step on the FortiAnalyzer. Click Accept. The FortiAnalyzer
serial number is verified.

Verify FortiAnalyzer Serial Number b 4

The FortiAnalyzer's access to the FortiGate's REST APl will be
authenticated by the FortiAnalyzer certificate. The serial number
from the certificate must match the serial number observed on the
FortiAnalyzer.

The obtained serial number from the FortiAnalyzer certificate is:
FAZ-VMTM22007258

Do you wish to accept the serial number and certificate—verifying
that they match the correct FortiAnalyzer?

It will ask to Authorize click Close.
FortiAnalyzer Status

This FortiGate is not authorized on FortiAnalyzer. Click the "Authorize"
button below to review the approval status on FortiAnalyzer.

£ Authorize

Close
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FortiAnalyzer Authorization:
Login to FortiAnalyzer in the root ADOM, go to Device Manager and click Unregistered Devices
in the quick status bar. The content pane displays the unregistered devices.

Device Manager v @ Add Device ~ g3 Dev

Device & Groups 4 Return [ Authorize

© FortiAnalyzer VM requires minimum 8GB Memory and 4x vCPU.

l& Search... (O ADevice Name
@HQ-FW

|_0 1 unauthorized device(s).

All Logging Devices

Unauthorized Devices |

Select the unregistered device or devices, then click Authorize.

o Add Device + 33 Device Group

@ Device & Groups v B Return [ Authorize @ Hide T Delete ([J Display Hidden Devices

12 Search... Q [0 ADevice Name Model Serial Number Connecting IP
All Logging Devices I mBR-FW FortiGate-VMé4 FGVMEVNERDJ6KESGE 192.168.114.230

Unauthorized Devices {}

Select the ADOM in the Add the following device(s) to ADOM list. Click OK to register the device
or devices. The device or devices are added and FortiAnalyzer can start receiving logs from the
device or devices.

Authorize Device

Add the following device(s) to ADOM: FG-7-0-9 (FortiGate 7.2) x v
Device Name Assign New Device Name
HQ-FW HQ-FW

= cs

_The device is successfully authorized click Closed.

Authorize Device

( o | Device Authorization G T D \icw Details

Double click or select Edit type the Admin User and Password in this case admin/123

Admin User admin

Password ssesssee
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Security Fabric Configuration:
Go to Security Fabric > Fabric Connectors and double-click the Security Fabric Setup card.

Core Network Security

== G,

Security Fabric Setup FortiAnalyzer Logging

Disabled Disabled

Set the Security Fabric role to Serve as Fabric Root. Enter a Fabric name, such as MY-SF. Ensure

Allow Other Security Fabric devices to join is enabled and add the ports. Click OK.
Edit Fabric Connector

Security Fabric
Setup

Security Fabric Settings

Status VESELIEGE © Disabled
Security Fabric role Serve as Fabric Root LTIl 1 a]yl-4 1ol (e

Fabric name MY-SF

Allow other Security Fabric devices to join [ @) WAN-1 (port1) x
M WAN-2 (port2) x
LAN (port3) x
MGMT (port5) x

+

Device authorization None ¢ Edit

FortiCloud account enforcement € [ @)

Allow downstream device REST APl access @ @

Administrator profile € super_admin w

Fabric synchronization @O

SAML Single Sign-On @ ® (&' Advanced Options

Management IP/FQDN € Use WAN IP
192.168.100.200

Management port Use Admin Port B elle13'
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Finally, FortiAnalyzer Logging and Security Fabric Setup has been completed. Make sure

FortiAnalyzer Logging is green up arrow.
< Network # Edit | @ Delete

Policy & Objects Core Network Security
B

B,

T

Security Profiles

VPN

User & Authentication

Security Fabric Setup FortiAnalyzer Logging

System
MY-SF 192.168.100.215 (4]

NX Security Fabric
Physical Topology

Logical Topology

Security Rating

Automation ‘ Disabled ‘ Disabled

Fabric Connectors

+ Add Widget

-

o Security Fabric: MY-SF
MNetwork E'.E’ @ E x ((.]) g
Users & Devices

+
FortiView Sourc ‘cm

FortiView Destinations (= HQ-FW (Fabric Root)

& System NX Fabric Upgrade | X Upgrade BB Register Authorize © Q, Search

Administrators

. 5 Status = Registration Status =
Admin Profiles

) & Online © Notregistered

Firmware

Fabric Management

Settings
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